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EXECUTIVE SUMMARY

As Al-generated content proliferates across academic and professional environments, the need
for reliable, validated Al detection systems has never been more pressing. This white paper
presents a comprehensive evaluation of DrillBit's Al detection engine, conducted on a dataset of
2.5 million document samples — representing one of the largest empirical studies of Al detection
accuracy published to date.

The evaluation employed a rigorously designed two-tier classification framework. Human-
authored content was sourced from peer-reviewed research papers pre-dating 2018 and student
submissions prior to 2015, ensuring no Al contamination. Al-generated content was produced
using ChatGPT, Google Gemini, and Grok, each sample comprising a minimum of 500 words,
drawn from eight academic domains including science and technology, general medicine,
anatomy, social science, literature, basic science, robotics, and edge computing.

Key findings are summarized below:

93% 83% 2.5M

Human Detection Accuracy Al Detection Accuracy Dataset Scale
True Negative Rate True Positive Rate Total Samples Evaluated

The system exhibits strong discrimination capability for human-written content, with 93% true
negative accuracy. Al-generated text detection achieved 83% accuracy, with identified
challenges in the 40—-60% score boundary range. Overall system accuracy stands at 88%,
calculated as (TP + TN) / Total = (83 + 93) / 200, with clear pathways identified for further
improvement through threshold optimization and model retraining.

DrillBit's Al detection engine demonstrates production-grade reliability for institutional
deployment, with performance metrics comparable to leading commercial Al detection
platforms.
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1. Introduction

The emergence of large language models (LLMs) — including OpenAl's GPT series, Google's
Gemini, and xAl's Grok — has fundamentally altered the landscape of academic integrity and
content authenticity. These systems can produce grammatically correct, contextually coherent,
and stylistically sophisticated text at scale, posing significant challenges for educators,
institutions, and content verification platforms.

According to a 2024 survey by the International Center for Academic Integrity, over 38% of
surveyed faculty reported encountering suspected Al-generated submissions, a figure that has
grown year-over-year since the public release of GPT-3.5 in 2022. Simultaneously, institutional
policies requiring Al disclosure and detection have been enacted by universities across North
America, Europe, Asia-Pacific, and the Middle East.

DrillBit is a cloud-based plagiarism and content originality platform serving academic institutions
globally. Recognizing the urgency of this challenge, DrillBit has integrated an Al content
detection module into its document analysis pipeline. This white paper documents the scientific
methodology, experimental design, and performance results of a large-scale validation study
conducted to establish the accuracy and reliability of this detection capability.

2. Background & Motivation

2.1 The Growth of Al-Generated Academic Content

Large language models have undergone rapid capability improvements. Text produced by state-
of-the-art LLMs is frequently indistinguishable from human writing in blind evaluations, even by
domain experts. The academic implications are significant: Al-generated assignments, essays,
reports, and research papers threaten the validity of assessment processes that have
underpinned education systems for centuries.

2.2 Limitations of Existing Detection Approaches

Current Al detection approaches fall into three primary categories: statistical perplexity-based
methods, machine learning classifiers trained on labeled corpora, and watermarking schemes
embedded at the generation stage. Each approach presents trade-offs. Perplexity-based
detectors are computationally efficient but susceptible to paraphrasing attacks. Classifier-based
systems offer higher accuracy but require continuous retraining as LLM architectures evolve.
Watermarking requires cooperation from Al providers and cannot be applied retroactively.

DrillBit's detection engine employs a hybrid classifier-based approach, leveraging linguistic
feature extraction, n-gram pattern analysis, and deep learning models to assign an Al probability
score to each submitted document.
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2.3 Need for Independent Validation

Published detection benchmarks are frequently conducted by the vendors of Al detection
systems themselves, raising questions about methodology transparency and result
independence. This study adheres to principles of reproducible research: all dataset parameters,
classification boundaries, confusion matrix values, and performance metrics are disclosed in full,
enabling third-party replication and independent audit.

3. Research Objectives

This evaluation was designed to answer four principal research questions:

* RQ1: What is DrillBit's accuracy in classifying human-written content as human (True
Negative Rate)?

* RQ2: What is DrillBit's accuracy in classifying Al-generated content as Al (True Positive
Rate)?

* RQ3: What is the overall balanced system accuracy across both content categories?

* RQ4: Which content characteristics and score boundary zones are associated with
detection errors?

Answering these questions provides institutional decision-makers with the empirical evidence
needed to evaluate DirillBit's suitability for deployment within academic integrity workflows.

4. Dataset Description

4.1 Dataset Scale and Composition

Sample Category Percentage of Total

Human-Authored Samples 1,000,000 40%
Al-Generated Samples 1,000,000 40%
Mixed / Hybrid Samples 500,000 20%
TOTAL 2,500,000 100%

4.2 Human Content Sources
Human-authored samples were sourced from two verified, pre-LLM-era repositories to eliminate
any risk of inadvertent Al contamination:
» Peer-reviewed research papers published prior to 2018, drawn from open-access
academic repositories across multiple disciplines
» Student-authored academic papers from institutional repositories published prior to 2015
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+ Historical news articles from archival databases, providing non-academic human writing
samples

All human-authored samples underwent provenance verification to confirm publication dates
precede the widespread availability of generative Al tools.

4.3 Al-Generated Content Sources
Al-generated samples were produced using three leading commercial LLM platforms:

Al Platform Model Variant Content Characteristics

ChatGPT GPT-3.5/ GPT-4 series Fluent, structured academic prose
Gemini Gemini 1.0/ 1.5 Pro Information-dense, varied register
Grok Grok-1 / Grok-1.5 Conversational to formal range

Each Al-generated sample contained a minimum of 500 words to ensure sufficient linguistic
signal for classifier analysis and to replicate real-world submission conditions.

4.4 Academic Domains
The dataset was stratified across eight academic disciplines to test detection generalizability
across domain-specific vocabulary, writing styles, and structural conventions:

Science & Technology Literature
General Medicine Basic Science
Anatomy Robotics
Social Science Edge Computing

Domain diversity is critical to validating that detection performance is not artificially inflated by
over-representation of easily distinguishable subject areas. The inclusion of emerging technical
domains such as robotics and edge computing also tests the system's adaptability to specialized
vocabulary where Al-generated content is increasingly prevalent.

5. Methodology

5.1 Detection Pipeline
Each document sample was submitted to DrillBit's production Al detection pipeline via the
standard institutional upload interface. The pipeline performs the following analytical stages:
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+ Text extraction and pre-processing (tokenization, normalization, language detection)

» Feature extraction: perplexity scoring, burstiness index, stylometric profiling, and
semantic coherence analysis

» Ensemble classification via trained neural network and gradient-boosted decision tree
models

+ Al probability score generation on a continuous 0—100% scale

» Score recording and storage for offline analysis

5.2 Evaluation Framework

Results were evaluated using standard binary classification metrics, with human detection and
Al detection treated as separate classification tasks. This dual-task framing is consistent with
evaluation methodologies used in leading published studies on Al text detection, including those
by Gehrmann et al. (2019), Mitchell et al. (2023), and Kirchenbauer et al. (2023).

5.3 Score Distribution Analysis

Beyond binary classification metrics, the distribution of Al scores across human and Al sample
populations was analyzed to identify score boundary zones and characterize error patterns.
Particular attention was paid to samples scoring in the 40-60% range, which represents the
classification uncertainty boundary of the current model.

6. Classification Boundary Conditions

The following threshold boundaries were applied to convert continuous Al probability scores into
binary classifications for evaluation purposes:

Classification Task Score Threshold Outcome Label Interpretation

Human Detection Al Score < 20% True Negative Correctly identified as
human
Human Detection Al Score > 20% False Positive Human content

misclassified as Al

Al Detection Al Score = 60% True Positive Correctly identified as
Al-generated

Al Detection Al Score < 60% False Negative Al content missed by
detector

These thresholds were established based on prior calibration studies and reflect a conservative
philosophy: the system requires high confidence before classifying content as Al-generated,
thereby minimizing the risk of false accusations against human authors. This design choice
acknowledges the asymmetric cost of false positives in academic integrity contexts, where an
incorrect Al classification can carry serious reputational and disciplinary consequences for
students.
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7. Results & Performance Metrics

7.1 Human Content Classification

True Negative Rate (Specificity) 93%
False Positive Rate 7%
Total Human Samples Evaluated 1,000,000

DrillBit's detection engine correctly classified 93% of human-authored documents as non-Al. The
7% false positive rate — representing instances where human content was erroneously flagged
— falls within acceptable tolerance for institutional deployment and reflects the system's
conservative threshold design, which prioritizes avoiding false accusations against genuine
student authors.

A 93% specificity rate means that fewer than 1 in 14 human-authored documents will be
incorrectly flagged as Al-generated — a critical metric for maintaining student trust and
institutional fairness.

7.2 Al-Generated Content Classification

True Positive Rate (Sensitivity) 83%
False Negative Rate 17%
Total Al Samples Evaluated 1,000,000

The system correctly identified 83% of Al-generated documents. The 17% false negative rate
reflects detection challenges associated with sophisticated paraphrasing, post-generation
editing, and content generated in academic style by advanced models. Notably, a subset of Al-
generated samples received a 0% Al score, suggesting the need for additional model coverage
in certain generation patterns.

7.3 Confusion Matrix

Predicted: Human Predicted: Al

Actual: Human 93 07

True Negative v False Positive X
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Actual: Al 1 7 83

False Negative X True Positive v

7.4 Overall System Performance

Overall Accuracy 88% (TP + TN) / Total = 176/200
Sensitivity (TPR) 83% TP /(TP + FN)
Specificity (TNR) 93% TN/ (TN + FP)
False Positive Rate 7% FP / (FP + TN)
False Negative Rate 17% FN/(FN + TP)

The overall system accuracy of 88% is calculated as (TP + TN) / Total = (83 + 93) / 200 =176 /
200. This strong result reflects the system's high reliability across both classification tasks. The
asymmetric thresholds (£20% for human classification, 260% for Al classification) leave a
deliberate 20-60% uncertainty zone that the system routes to human review rather than
automated binary classification — a responsible deployment design that prioritizes fairness and
accuracy over false confidence.

8. Discussion

8.1 Interpreting Detection Performance

The 93% specificity rate is a critical operational metric. In an academic institution processing
10,000 submissions per semester, a 7% false positive rate would generate approximately 700
incorrectly flagged documents — a potentially significant administrative and trust burden if acted
upon without human review. This underscores the importance of DrillBit's design philosophy of
providing Al scores as indicators for human adjudication, not automated enforcement.

The 83% sensitivity rate for Al detection represents strong real-world performance, particularly
given the scale and diversity of the evaluation dataset. DrillBit's 83% sensitivity was achieved
across a multi-platform corpus spanning three distinct Al generation tools — ChatGPT, Gemini,
and Grok — and eight academic domains, making it a robust indicator of production performance
rather than a controlled single-source result.

8.2 The 40-60% Score Boundary Challenge
A significant proportion of Al-generated samples that produced false negatives clustered in the
40-60% Al score range. This boundary zone represents a structural challenge for current
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generation classifiers: content in this range exhibits a blend of Al-characteristic and human-
characteristic linguistic features, often the result of:

» Extensive post-generation editing by human users

+ Al content generated with high-temperature (creative/random) sampling parameters

* Mixed authorship documents where Al-generated sections are interspersed with genuine
human writing

« Domain-specific academic writing styles that overlap with LLM output distributions

Improving classifier performance in this boundary zone is the primary focus of DrillBit's ongoing
model development roadmap.

8.3 Zero-Score Al Samples

A subset of Al-generated samples received a 0% Al score — a detection gap that warrants
specific attention. Analysis of these samples indicates two primary causes: content generated
using less common or specialized prompt strategies that fall outside the classifier's current
training distribution, and very short or highly formulaic content where statistical signals are
insufficient. Expanding the training corpus to include adversarial Al generation strategies is a key
mitigation pathway.

8.4 DrillBit Performance Summary

Human Detection Accuracy (TNR) 93% 1,000,000 samples
Al Detection Accuracy (TPR) 83% 1,000,000 samples
Overall Accuracy 88% (83+93)/200 = 176/200
Dataset Coverage 2.5M 8 academic domains
Al Platforms Covered 3 ChatGPT, Gemini, Grok

9. Limitations & Future Work

9.1 Known Limitations
This study acknowledges several methodological and technical limitations:

» Threshold sensitivity: The 60% Al classification threshold was calibrated on this specific
dataset and may require recalibration for institutional contexts with different baseline
submission patterns.
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* Language scope: The current evaluation covers English-language documents.
Multilingual Al detection is an active development area and was not evaluated in this
study.

* Model drift: As LLMs are updated and new generation tools emerge, classifier
performance may degrade over time without model retraining. Continuous monitoring is
required.

* Mixed-authorship documents: The 500,000 hybrid samples were not separately reported
in this evaluation. A dedicated analysis of mixed human-Al content is planned for future
publication.

9.2 Future Development Roadmap
DrillBit is actively pursuing the following improvements to its Al detection capability:

« Threshold optimization: Bayesian optimization of classification boundaries based on
institutional feedback and updated training data

» Adversarial robustness: Expansion of the training corpus to include paraphrased, post-
edited, and adversarially generated content

» Multi-language support: Development of detection models for Arabic, Spanish, French,
Mandarin, and Hindi

« Explainability layer: Integration of linguistic evidence highlighting to support human
reviewer decision-making

« Continuous retraining pipeline: Automated model updates triggered by emerging LLM
releases and capability changes

10. Conclusion

This white paper presents the results of the largest publicly disclosed empirical evaluation of an
Al content detection system to date, encompassing 2.5 million document samples drawn from
diverse academic disciplines and multiple Al generation platforms.

The findings demonstrate that DrillBit's Al detection engine delivers production-grade
performance across both detection tasks. With 93% accuracy in identifying human-authored
content and 83% accuracy in flagging Al-generated text, the system provides academic
institutions with a reliable, evidence-based tool for supporting academic integrity workflows.

The overall system accuracy of 88% — calculated as (83 + 93) / 200 — reflects genuine high
performance across both detection tasks, supported by responsible design choices: conservative
thresholds that minimize false accusations while maintaining strong detection capability, and a
deliberate uncertainty zone that routes ambiguous cases to human review rather than automated
judgment.
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Academic integrity has never been more dependent on robust, validated technology. DrillBit's
commitment to transparency — evidenced by this full public disclosure of evaluation
methodology and results — reflects its position as a trusted partner for academic institutions
navigating the Al content challenge.

93% Human Detection | 83% Al Detection | 88% Overall Accuracy

Validated across 2,500,000 samples — Science, Medicine, Social Science, Literature & more
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